<19>B*HifcfW (JP) 02) & i}% fft $| (A) <H)fcfftHB&W#^ 

^^11-69137 

(43)&IBB ¥j£ll¥(1999)3J3 9B 











F I 




T T f\ A XT 


1 /OQ'7 
I/OOf 






H 0 4 N 1/387 




G 0 9 C 


t /aa 

1/00 


con 

0 o u 




G 0 9 C 1/00 


6 3 OA 






e c a 






6 6 0D 




5/00 






5/00 




H04L 


9/08 






H04L 9/00 


6 0 1 A 






1 




*tf# «f*«0D»15 OL 


u H) m&n\zwi< 






ftB¥9 -223930 




(71) ttilSA 000001007 














(22)/llSSB 




¥jj£94p(1997) 8ji20B 




3lC£tSB*ffl ETA? 3 T @30# 2 *t 










(72)55M# gft «rf? 












JfOiC»*EKT*L^3TB30#2^ 




















(74)ft3A H# 





(54) bsw^*] m^mfrvtt* wmmm^>^A^zm»yr^)mw 



(57) 

2 0) ^^S'J^i^^^^iiCcfco, -y— nsfcttn.— tf 

£ 0 u0yXfAT1i, it— 1f<0fUSfc* 



18 
5K 



CM 

1 

* 

H 
cvj 



I 

o 
-\1 











Si 




0 












SK 






+ 












o 

-ft 




IK 

m 




« 











7 7 



-ft 



CM 

i 



o 



o 

II 

5 



5 



IK 
3* 



CO 
ZD 



=63 
iH 
rl 



1 

sc. 

nm^- a* u «#s £ u T«ue>ii tr c t t. -r -a 
a*b;#^. 

[fS*^6] *8&©X>tV 7- h? — ^ 

_kfB»iic©x>5V rat 5 

^— ^C:ttLTtt ; ?a*L£ifi8&&tfX>5 : -.i'5V <h, 

®t-r««*3S i ~ 6 ©(sin* i m^mm^m^m^v 

[ftsRJK8] ^©X^^'TV^Ste-S^-.y 

famzftogii ©x>5V 7-4 <t, 
t r a ft mmft -> x ^ a . 

^->X^-AtCt3t/iT, % 1 ©X>^-("7V <h^2©X> 
_tfBg§ 1 Ol^f'f 5V te, ±BE^ 2 ©X>5^ 5=--f (C 

s6jA*-^a^ff ■DT±mm2<Dx.>7-4 7-4 caHtu 

±12^2 <DX.>t-4 t-4 it. ±3B3S 1 ©x>^>r -r-W «fc 
fctff « ±I2H& *tfb fc ttf * S^ffll 4f¥ 5 
£ i ZftMff S*3H**E#S'*5 i A. 
[ItsRJglO] ffi&WX^^TV h 7 

— vX^AlCiSI^T, ^ 1 ©X>5V 7-4 t.%2 ©X 
>t^4 t-4 t:&7 : 4 5?^JHIMB©3ia«*ff "5»^. 
±aEffl 1 ©x>?v t-4 \t, lg l coBt^k©S5(c^a 
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±tBS§2 ©X>5V X-f te> ±!311©X>f^f'f<t 

IB£±iE!g 1 COX.yT-4 7-4 (CiMftL, 

_hgB^ 1 <DX.>7-4 7-4 it. ±mWi2(DX.>7-4 7-4 

i ©*^fflasfr^fc«fc*^a*L*«©«*&*ffl 

10 iHltL, 

±1283 2 0I>T-f f-f te, ±f2S? 1 ffll>T-f <fc 

[gram i i ] _kEJS i ©x ^-r «t«ue>iitr* 

^a*bit$s«, ±»B^2«x>^^^^(cH-r^if« 
&'§?tsz.ii%<&mt-fz>mmm8~ 1 o ©ran* use 

CW*JJ l 2 ] _tfESg l (Dx.yT-4 t-4 amaatm 
20 f-m^vmrnt. mm?&7 : 4 ¥?)immzm-rz>m%k 

*<e;tsz\ Z,m$V&S~ I 1 ©Mn* 1 JR£ 

IB® O*^* ^SB# -> X t- A . 

[lt#iSl3] ±IBmi <73X>7 : --Y^i'tt, ^SE^tC 
«t^T»ffSn«iEW»#E«^PB«C«fc^T±EiB2 
(DX.yj-4 t-4 Of*8«BTSC t *#Mfr-s«sR 
J»8~l 2WMtl* l«}C|Btt©^1t$gE*v7.T- 
A. 

ftfcB^'i** t , pf^fk $ nfc ^mr-mn 2 n±.mmm 
30 m&tmzm^yimoimt-nfz.m^-Mfri'mmtzmm 

[»*JS15] ±EH«fe7*— ^ittffM, ±IBBt^fb 
(rlBKroH^^r-fJI/SB. 
[0 0 0 1] 

'T-mmm^i-yxT-^is^zsmmy r-r Amsizmv, & 
40 iz, mm^L7 L —9. &±w&7 : — ^t"—?. n > 

;nt# c * w * *fp* wr * » ©m^a* l s 

[0 0 0 2] 

[fi£^©S«] jfi¥©3>tfi-^^y h'^-^w^ji 
<fc, ^ffiT'Btttg^n>tfi-^©«S;i:lCcfcD> *y 

50 T^TI/^-g>. -ec-CUSI^n-SftifttLT, 0iJ^.«iS^ 
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^lo ^3.—^^^- U >?^-ji/ 1 R » (0 a hf — Sr^FJE fc 
ISJEiSKStiftf (fitT, rRge#j <hW5) 
[0 0 0 3] *f^*SfcttK5E# (£tT, 70 

^FiEntf— SttSEteih-r^OTtt 
OtfajJ^^li, ^US^KOx-f v^l^-^* 

[0 0 0 4] SfWl^L^ffi^feyXfATIt 
Tt^„ £oT, fcLU— /^fi«T^5*B8Ttt«:< 

[0 0 0 5] CflU HI 0 \ZtR-?£o\Z, 

tbTKiirr*) gic-tr— /w«g>&tra>T, a*# ^ 
J»4M;:fiJJfl#*«d 1 *a«6iiA/"C-tcon tf-^jEtc 

mi OcoWrttJL— ifU) It— A<7)±5B€riitt 

[0 0 0 6] ^<£>*tfg£bT, flBJx.tf* rB.Pfitmann a 
nd M.Waidner : "Asymmetic Fingerprinting, " EUROCR 

ypt'96j <Dxm (sir. xffiitmo) \z. ^mmm^ 

JS*ffl^f:'>7fA (ill) ^Jtlg£tlT^£<, C 

^-CDf^^JtbT, RSABfiNt^E 1 Gama II* 
(a) ttft. (b) »»a«^BBEa«*(Oyp hn;i/ 

[ooo7] (a) {smmm^oftm 
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(3) 3i6nT*fcilfiX©3l«#*««#-ca:^rt, 
[0 0 0 8] (b) ^^^fft^coya hn;i/ 

nv^mmi^E (kp f m> ««<att*H*k 

s SJE^Tfi^a^SflsSrD (ks, M) <h*r^i:, 4> 
•To 

(1) ^ikp^x.6nf;^t, *^b*ffE (k 

p, M) <Z>«-*tt««T**. Sfc, I^iks^ 

snttt* «#«f^D (ks, m) <DM-»tt«a-r* 

-So 

(2) *>L:x-1fa«tt*Mfck s Bf^ft 
kp^ fflr^ffctMPE (kp, M) (DnfW^mt. 
SC = E (kp, M) £SrfcIoT^Tfc> Mft^M^:* 

[0 0 0 9] fc\Z, ±K (1) , (2) £)^#fCj!jnx. 

T, #cd (3) ©ftfr*«ja^sc:tfCcfcOft*iimai 

(3) ^TOiift* MK#LH*#fl:*fPE (k 
p , M) 

D (k s , E (k p, M) ) =M 

«lt)d«BBP^{t:aSf^E (kp, M) Off^^rff^Ci: 
D (ks, E (kp, M) ) CDff-^£rbT 

[ooio] — ±fB ( i ) , ( 2 ) ^fMcJjnx. 
t, (4) ©ftfr^st-rs^t^cfcOBiEamw 

(4) ±T<Dmm?t MiC»b«^»ffD (k 
s, M) a*5£*TS, 

E (k p, D (k s , M) ) =M 

^«4f5. tt^Skf^D (ks, M) (Off-JSW 

x%z><Dtem&<Dm^mk s *j$oT^£#Aa>*T» 

0, ffi<75A^«OKSB©a#»k s ' SfflUTD (k 
s* , M) <^H-»S:fT^> WS^Sks^oT^ 
£*A(Cft£>-r*bfc<!:LT*>, 
E (k p, D (ks' , M) =£M 

^Ct^ilt^^o Sfc. D (ks, M) <Dm&&& 
E (kp, D (ks, M) ' ) *M 

[0 0 11] _hiili<Oct5 3a:4iBB«*^a:"eti, iiMO 
B&^li (^T> ii^^iifea^) kpSffl^fllEO 
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[0012] etTK, ^H«w#*a:fc±o3i«#A^ 

^ksA, &IMl*kpAfcU SfltBORifiiSk 
s B, 4iPMt£kpBi-r*. 

Stepl : SI{t#Att, Sft#B ©^PMik p BTilfiX 
C = E (k p B, M) 

Step2 : Sfi#Btt, S^COffiffiHk s BTfBf^XC S: 

M= D (ksB, C) 

gfi#B©»HJ!tkpBtt^»^»cJc4iHSn 

[0 0 14] [BBE31«]26«*Ad^6Sfi#B^ii«S: 
Stepl : 2l«#Att, g#<0»*«k s ATSIfSXS * 
S=D (k s A, M) 
£ TW^J two* 

Step2 :§ffBH 2H3#A<Oi*IMi k p ATfWX 

M=E (k p A, S) 

S tf , SfiXM jW*^ (cMfflNf A#* S 31 S mtf; d <h 
StBsE-T^o SIM#A^BHItkpAtt^«F£*»t^ 

A^S^XSSEaETf^S. 3 

[0 0 15] »«ft*BSii<i]3im#A}&^Sm#B^ 

a«x ffX) M*»*ft»«a«-rs»'&tt. 

Stepl :3l^#Att, k s ATilfBXM* 

S=D (k s A, M) 

ig«#Att, «M#B«)4iBMikpBT»«X 

C = E (kpB, S) 

Step2:g«#Btt, k s B T*§XC * 

S==D (k s B, C) 

SSfc* Sfi#Btt, K«#A(04iH«k p AT»*X 
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M=E (k p A, S) 

®{S5:M^^tCMm#A^^^^nT#fcd<h 
[0 0 16] feis, »£tt««»«<0#Steprtfc:fett5 

Stepl : C = E (kpB, D (k s A, M) ) 
10 Step2 :M=E (kpA, D (ksB, C) ) 

Step 1 :C = D (ksA, E (kpB, M) ) 
Step2 :M = D (ksB, E (kpA, C) ) 
[0 0 17] UTtc, ±&<D&ofc&mm$6ttttM 

i) K#tt*«fts©i£«*3s-r. 

*0 [0 0 18] 2) ^tc, rt— tftt, i#^tMlD 

CKO-^lRlttHftttt, M^y=f (x) \Z&^T. x 
^ S y £^#>£- <t ^^fc^\ i^tc y £> x 

3) *tc. jl— tftt % IS^Sd 2 f tc*f 

IT, g»©«tf||k s USffl^Tl«ffl[fgd 3 8t« 

30 [0 0 1 9] 4) *&\z, V—rt\i. ifoiiBBHk p 
U*flH>T»*««d 3 £58»«d 2 **BT*. 

S^M^b#^iij^^-^ (g + d4+ID) *^^-T 

(g + d4 + I D) &m&o 

[0020] ^iEntf— *^^3nfc»-&tt, 

^E-nSffl^fc- ^ftttMifcffi f ica-— tf 6 
D££j&T^&^<h^5 Cl£T&£o L^U It— A£ 

-/^\zmz>fz.&\z, jE^\zmmi,rz^L—^^<Dm<Dt^L 

50 COjf L^^^^pJfgtC^^fc^T^^o 
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[0021] mj£\zmfc}isfc^—-*f\zibmco$¥ 

L^^^pJ^^^^^X^A (HI 2) r=», 

mm, m : "it-Aa>>FiE&*«tL;fc« 

^aS^LfcO^T" , SCIS97-31CJ OXltt (HT» XSK 

2 two) izmmznx^&o cnti -y— A«rjgciH« 

[0022] l) £iT\ ^-tfMRHII^- Aicma© 
2) jsia«-y— A*tt, -?-<75B*rts*^.— tf^s^d 5 
BSP^ftUT«i»ii*-9— Atiss. WBHfc-y- 

-Ate, n.— tfigutScfc^SKWSd 6fc*f-rsa*€: 

-Ate, *^tfc*rr*tK^HSc f ' iffc2S3. 

[0 0 2 3] 3) «tf>ii*U— Ate, S^tlTffc5l§ 
jtHfir^-^g' m& (u + d6) ££«!8U 3. ^ 

tt^Ht^ftHlft'T*— * (g' +d7) SrffrS-r*. ^co 

^ (g* +d7) £3— If Kjt^. 
4) 3— tfte, Bia«-y— A*63i6*XT*fc«^H* 
f SrJB^T, «Tj8a>bf*#l*^ftM«^— (g' 
+ d7) SS^&^LttSBIftx— (g + d7) 

[0 0 2 4] Z(DW:, ^fiEnfcr-^5S^$nfc*'&tt, <?0 

^■y— Ate, c<7)Jiae>ji^if«^63.— ifsw^-rs- 

CGOv-X^ATte, SI!*-*— A ten.— - jfSrW^-rSfc 
^OfUffi^1S$gd 7 gKiS#&/bT:fc£ 
lT\ Sfc, «*i&*tf~Ate«^H* f ' *»Sfc^ 

(iSffe&7nfc:S-t*&^> JE^tc^bfco.— tftc 
*tbT*>, Ate3.-lf^*ijffl*«ad 7 **B»rT 

[0 0 2 5] l^L&7^£>, c©B12©i/Xf^7? 
te, K®^1t-A*(hSa6^^it-/N + ico^f£tc^^Tte 
il^^^it-A^3-if^CD$gfe : b#X.T^ 

^g^st^b®^-^g f 3— tfana^WR 

ffcLTcS-grtcte, ±SBoHl lO^fAtBWW- 
AO^iE)&*pJffiT»SL, iS66^^— Mta- tf 

[0 0 2 6] £&, JHIS«Eit-Ate«^B8»C f ' 50 
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tltf, «»a^w\*te3---if<i:^KU«:<Tt>3.--if 

[0 0 2 7] £6fC, :^)y^7AT}l KtHflfclt— A 
te««)ii^aS: W L & * it teiE L l^S^ii^T 

«1t-A*tiELt^ll»ji^*fT^5J;3tC^S^ffittte 

^it, zom-s* ±m<nmi l^y^f 

[0 0 2 8] 
[0 0 2 9] 

te, «^j»35^U««<7)iS»asnfc7 ; -^fc»LT^a: 

[0 0 3 0] *«K©ffiCD«F?S<i:-rs<i:^^te, ifl 
*>L**a*««>i&$*U fit?* Bt^^tlfc^-^KJ* 

LflmtLTSfci&tr^-^te, ±iE«^a^u««^ 

±EW^fl:i:te*?S:*B|p^fl:*»gbfca±IB 
[0 0 3 1] *$&W<D J t<Dt&<DftWLtiTZ>iiZ.Z\t* * 

[0 0 3 2] *^W(D^<Dm<D%fWl£'tZ>£Z.?)} ( Z, « 

^ teiBflfe^— ^ ^ T A ^ o 
[0 0 3 3] *5!0Jcom^1t$BlH*i>X^Ate, 
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it^&^MaftfT ^lOX/f^ff^. ±fB^v 

aftft-3Si!2<Dx>7Vxv ct^^-r^c<h^#@<h-r 

o 

[0 0 3 4] *«WOflBOW«frSi:C5tt, «Scco 
1 c7)X>-T-^f 5V £g§2 cdx>tV t-w hi^fA 10 

)vmm<Dm^m^from^, ±mm 1 cox>^ 

tt, ±ES2C0X>^>T^-< KJ; DB»^fc$nfc«»* 

2£2cox>^^ \z]£\tls. ±fB^2cox>^5V 
W*Mt tc » T £ S^ffll ft ff 5 - 1 ft &® <t T <5 o 

T, ^l^X>-r-^^^ch^2(7)X>-x/r^^ t^'r^C 

sftfTox, t#?>nfcis$gft±ism2^x>^>r^^ tc 

Ml, ±f3fg2 cox>^ 5V tt* ±fB^l<7)X>5 : ' 

5tt3W*«ft±E»iox>5Vx>r k^«u ±e* 

1 CDX>7^ H ±fB^2 (7)X>5^ 5=-^ J: 0§tt 

^fflaftff ofc«ic«^j8^b««oa*ii^«i3Hftff 

ot> t#6nAc1t$gft±lB^2<^X>^^^^ tCji« 

U ±fE^2<£>x>5V5^ tt, ±E^ l <£>x>5V t- <?0 

^ «fc DSfrtffio LT±KS 2 ©«^bfc**"T 

[0 0 3 6] ±E^1 ^x^tVt*^ 

[0 0 3 7] 3=fc, "uT, »aS^tt±|5® 1 C0X>5^ 
tf:J:oT±IB^2(7)x>T>{ <£>W£ft^fET£ J: 
[0 0 3 8] *55MOIHIft77-f ®^ 

ftsnT^fcia«**fttt^bT»fca«*«t, ^ 
jfisnfcm^a^ufltatftait^-^iLTttttT* 

[0 0 3 9] 

ca§ 1 <z>^sfi»«8) 6t~F\ *%0^{-^^>m i (D^mmm so 
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ft, hi ft#BBLTffiHj-r§, 

Tjitte, #JxkL Hi (c^-rd:3»:->XT-A 1 0 OKcfc 

««iSflf>'X^ft3ifflL*:feOTfc*S. 
[0 0 4 0] T&fc^ yXfA 100H "9-— AffllO 
<-tJ"-/1S8*Slt) 10, jl— !f«OSH*«« 
<:i— !«8*£«) 2 0 45cfc^«IE»fl!lO«**« (8* 

[0 0 4 1] ij-y^«*8B l 0 3.— tf «»*8H 2 

Wlfi^LS^^MiaSl 2 ±E^l<B«f2 
^Ufia&i&^aaiBl 2<Dffl*m§n5 l&«F^fb 

Maasi y*«j*KB2 oj&>e>©^— 

snsimaiaut a-irtB**«2 oa>s 

812 0t;:i£{9£n££5K:&$nT^£o SB 2 

yaffil 6 ft* zl— y s ss*s«2 

[0 0 4 2] Sfc, OL— 1f«J*S«2 Ott, -y— a*s* 

si i o oisnniRfflaffi i i KWLT^-^aiirr* 

I5»*^S8B2 1 <fc, ^^^^Sa31gE2 2 
S*gll 0 CD 1 *B»^ft«iaW 1 3^60r-^*« 
*&*n*2*B»^ft«iaBB2 4t, -9— /1SH*««10 

co^2 coa^ad^uiii&ii^aiaBB 1 sj^s^— 

#fc^$n^>2^«^MagB2 5t, U— AiH**ltl0 
<D l^^^^S^l 4 36^6 05 s -^3&««*&*n-5 2*« 
^MagP2 5t, ^8*8110^2^1^ 
L«<56&^Ma£B 1 S^itfA^^n-^fiEffiaffil 6^ 

^^f-^^$n^A7yaiMias2 7 £ft« 
AT^o, 2^a-^«iaaB2 sotH^^m^^uf*^ 

fc, 2JfcW^ft;ffia8B2 4©ffi*tt, It-ASB^Bl 

o©i*a^i!H8i4i:«»$n, »**riE«ia»2 

[0 0 4 3] iaSOcfc^&v'X^A 1 0 0?H yj^^ 

^fbft^icff oTt^-stftf? 5 i-eow^tt^n*. 
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1 0 J , TD i 0 J T*toU M^l/i: 

[0 0 4 4] SIT\Z. ±%&<D&o\zmfiilsfri/X : r&l 

[0 0 4 5] [JM»j&bWfi3] 

1) Sf, tf«*««2 OlC&l^T, 3.— tfa«»* 
*ttttT*t-/1SB*««l 0 JcmMcDi®^?~^£M* 
lT£o £tDS*^-*tt. 5Stt£j£fflS«2 1 KJ;!)£ 

[0 0 4 6] 2) It— ^3B5fM£K 1 0 (C&^T, 

^et -^bmag& i3n as i (DMf-mfr LM&mw^ i 
2Tfijffl^it^u^ia^^^nfct®^T r -^ (g + u) 

C»lTlM^«lEl()^firt\ SStlfcx-* 
*J.-1fSB*««2 OlcfilS. J;oT, n.-1fS«»**l» 

2 0(:H l^^itM^-^ E 1 (G + U) <0l#3£ 

[0 0 4 7] 3) a-fS^gf2 0 fC&^T, 

2^Kp^fc«iaBi5 2 4tt, it-As^g i oa>e>sie> 
nt^/: 1 ^fft^-it:®]^?-^ E 1 (G + U) lC*fLT 

2&ffiHtflS£fi : ^ f#^n^2^fff^>fb[ll^^-^E 2 

(ei (g + u) ) *it— a*sh*s«i otzmz* 

i-lftt, »*£j«fflll«2 2fcJ;0S#©»* 

[0 0 4 8] 4) ^CtC. -it— AS8*g« 1 0 tC&t^T, 
T^/c2*B&^bll^5 :: -^E 2 (El (G + U) ) CO 

*«iaan5tt, iwii;<^— tfsa*««2 o^saien 

B 1 *8MfflL«» 1 4TM^n/:E 2 (G + U) <£lf 
:i— tf«8*S«2 0tCiM£ o Sfc. Ay 

v^^iaafiB i a.— it* a*gg 2 0 ^omm? 

— &E2 (G + U) + SlZjtf-?Z>S\y y^IH 1 

&&z$m&L, ±mmm^~-#E2 (g + u) +s<t^ 

K:i-1fM*gH2 0K2££>. cfcoT, ^L— !fffl5fcSB 
2 0l:lt E2 (G + U) +S^)(f8tAr>3.iH 

[0 0 4 9] ft: 43. Ayv'j.ffi^tt, — »fc A y yaH 
1, x2lC*fLTh (xl) =h (x2) iftSCtT 
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&$>Z>&2<DhZy bmiZ$£&'?2>mfSn?$>&. bfc^o 

S*S<7)bfy HMfcatft-rSHfth ()T% h (xl) = 
h (x2) SiSfctfixl, x 2 £^tC|imi±&^& 
C9T*£. ffjfta>ffiy*>£y = h (x) £$5 

fcTfflx SrSS^^tB-fr&l^T, i^«8M(CAy ^3.H 

LTH MD (Message Digest) 5tSHA (Secure H 
ash Algorithm ) ^a^nTl^o 
JO [0 0 5 0] 5) :i— 1fSS*gH2 0 td4o^T, 

Ay^n.«tB«!iaa5 2 7 «, it-A*s*gBi oa>*>2t 

Snt^fcAy^aH 1 tf©f *t*«BL> ±EA 
y>3.fflH 1 £:> E2 (G + U) + S ^tf <b 
tl^Ay^^ffi<i:^--aT5^ < i:S:fllB*r§o f bt> 
^<BBIIgt&K:±BBE 2 (G + U) + S<B«?B*5J;tfAy 
S'jxffiH 1 £^:<Dm%$:&ft-?Z>o 2 Z\Z, 2^-ifM 
a8B2 5tt. It— A*SS*&«1 0^SSie>nT#&E 2 
(G + U) +SCr)1t$g(7)2^^{b^«-^LTa : ?S^ 

^ fttllr-^GwH Gw=G+U+D2 (S) t.^ 

2**^0)«l*S»fcf*1ll*Si«sa*^W*tL 

[0051] K_tcocJ:-5tc, ^jfijgjKcfcsa^a^ 
b^tc^rui. « : ?a^L*a<z)Ji»ii*.tt^Tit— 

AffiiJTfT 5 <£>T\ n.— tf tt**M(c^iES:"r S d 

^ mw2 0T*mt>nfz.m&mmD2 (s) a.—?^^ 

^»S2^Bap^{b^«B*S^fcfe©T*5<3!)T, It— 

/ttti«««D2 (s) £iasjo§c®^K:;ti^^T:i^ 

ifKP*»i*5£<fcttT#&^. 
[0 0 5 2] ^-^T% ^iEntf— (^FiEia«) 3&«%MS 

[0053] mmmwi 

40 1) It— ;\*«8*S« 1 0 \Z&^T, fkMtXsttJE 

iigw' =g + u' +D2 (s* ) fr^mmmmn 

2) It— A*«H*^B 1 0 tt, ^IE^1^GW , tatHLfc 

3) mmm3o\z, n.— tf*««#LT^s 2 ^w^ott 
^sm^*66> *aanfcie^ai*«t>T?FiEiii«G 

w' ^2^Pt^<k-r^c:<htcJ:0, »***s f ^ttffi 
5^7 [0 0 5 4] 4) CdT% IELi/i**«f«*^tB$nfc 
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is 9 =SCDM£) icte, rt— !f(D5FiEtB3g-r 

(S* *=s <£>*§£*) Icte, M^3 0tt 2 btC^-A 

2 (G + U) + S<0«$B<fc-t0)Av/S'3.ffiH 1 ftcom 
*<t©aa*rL— !f (C^66, A-/ vn-ffiH 1 £^CO^£ 
£*WBU ±iBAy>3.fiH 1 E2 (G + U) + 
S <0 WIS** 6 SnSAyyailt &T £ d £ £ 
KBfSo f IT, ^©flSB^tC, ^IE#IS<£>3) 70 

jqg-cn.— if** e» if a £ nfc 2 #if&^tf)i$£;8 ^x±is e 
2 (g + u) +s<Dmmzm^i>T. m^m^i^^^m 

[0 0 5 5] 6) iELOiS^a^L#€?ja«T- 

2 ^cd^IE b < & ^ £ £ £J:*T£ 0 

7) — iEb^S^^b#^Si^^-^^0m^ 

fc4g-&te, It— AO)^IE<fcB5£-r£>. 

U±a>&m&W<D¥mfrZW i bfrte&?l~* 4&ti£^3 0 20 
SP2 4, 2#C«^j&iiSB2 5, A!y->3.*B*!iaaB2 7 
[0 0 5 6] £k±<DZL£\Z<kQ. *H»fi«Jl^ctnti, 

it-Ate, lfffiS-CO2*#^<t:c0«»«:Stt 

1H Su ic ^ IE * ff o Z. £ Xi* & ^ o 
[0 0 5 7] _hfS^^IEM31^^Mi^aiT\ 
— If tli— A*<t^S^^3-?-^jB*«:mJi^fe3?a:^«, 
«8ESttA<Tfe#*^(CjSi:T^— If <h-y-— AcO^iE 

[0 0 5 8] tfg 2 <7>|*lSg^Sg) ifi*p, ifMif^ 
[0 0 5 9] fCT, C<0*2<Z>*K»j»-?f;JU BtAP# 
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#J*_«, 0 2 (C^-Tcfc:^^:vX^A2 0 0\Z&Dm%iZ 
-1fSS*S«2 OKtt, BSEJS4 0^&OB*4iB8ttBE 

[0 0 6 0] a#, »««**««E-rsaB«Ktt, •£* 

BH«Hff^^fc*^^iL— tf©^§H*^iEStt*«8E"r 
^-ifO»B3lifcliE0^S^%ff-r-S)«K^S 
5. -rfcto*, BBEBtt, tfoiilMi^rL-iftH 

t-s^— ^ \zmmm <o«*«t»* £«rr c t k ct o t 
f^s^^u ^gff-r^o *sa.-if^e>a»coaEW 
*#€r^wtt&2ie>nfcffi<7)3.— tftt, z:a>ffi9i»£B 

aEJS04iiMIITtt3lEr*CtK<fcoT, ^i^iot 
?f©iE3ffi <4>&<<!:fc, BSESlc<fcoTB£> 
ZtltcZL— tfX&££^5 £<fc) *BfiE?*S. 
&BffiJS*3^bT^5ifli»£ IT, Ver iSign-^CyberT 
rust£^ 3 <*D*>nT^£. 
[0 0 6 1] ioT, ±»Ufc*10*Sfi«?)l8TSE^fc 

s^ii-was*^) cD^jgtc&^xit— a**:x— tf<^ 

98»***S*a>6«BT£«'g\ B2<DBSEJa4 0 CO 

K98»^f*<oaiMi-e*B"r*c:t3&«%*6ns. b*> 

jMESnx^S. ioT^l^ ^-^coPAPttCfe 

[0062] cmfc*fbx, tkmmt'tvFjtmmhoitt 

#Si*iiWlJ <hP¥^o ^-^X, ol— t«!B*g«2 0 

[0 0 6 3] J:oX, it— Affl*SBl 0\z\t. 
S«rST-5*«tbTlEM»##E*4iBB«3&**Sft* 

«sbib4 o {c^bx^co^siit-*fjs-r^^-if^ 

^^> 0 £t±<0^t^6, ±JSbfc*l<OHM»fflT?ai^ 
fcStoii^S't'O?!) , 2) O^WMi:, ^IE5^ : a4 , ^ 
1) , 2) CD^«Si:^WTc0cfc3tc^x.^C^:tcJ;D, 
o.-ifco^^ ^^;^—^»AKf©E*tti:5FiE5S^B# 

[0 0 6 4] HT, ±12^2 00^X^^2 0 0(343^^) 

&*3, ±iBH2 co->X^-A 2 0 0 (C^ol/^X, ±|BBI 
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i <dz/xta i o o tmm\zW)ft?2>mmi~temvftn 

<dd , 2) t&mmm<Di) , 2) ew^t^-as, 
±^Lfcse 1 <DmM&Mm£mmx$>z>fczb, t<Dmm 

[0 0 6 5] [it^JA^S] 

1) ST, ^-"1fS*SS2 0 fC&t^T, ^£/£#L31 

[0 0 6 6] 2) ^tC. it— AS8*gB 1 0 K&t^T, 
R»«B«LSBBl itt. tf©4iBB«8SBKS4 0 

#«*u*fp^-r«, fit, aio^a^LJia&ii 

^«aSg(5 1 2fc<fcD±fBS8»*Bffl3i8Pl lXft&Ztl 

ttmmmmmu £ n&iHft^-* g \zn®&/vfc 
i&m^tmwmi 3 tcj: 0 im^mie 1 0 

*E1 (G + U) GH****2l&tt3 0 iaifcl 

[0067] immmm] 

1) -y— a*sh*s« 1 0 5£&Lrc^FiEnmGvs' & 

IT t58ft«*^6»d^E*4iil«t*BiE»4 0 tc 

2) it— asb^sh 1 o TiEtii#Gw* tastbLfc 

fit, ±5£U&»1 co^Jfi»l8Jc:45ttS«aEffl3I© 

3) -7) £H«<B«l31£fT3o 

[0 0 6 8] JKiJE^fccfc^JC, lf§2 cD^M^Cr^tl 

[0 0 6 9] ±J60*l*5«trX»2©||Jfi?gJifc:^Ufc 
£ A y v jx & <?f £ *y ^SB £ 
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[0 0 7 0] — TEKSiTlashPixTM^r-Ol^a- 
-VyhTH ±8E©<fc5&Ary$'iffi^E-G>»£*'& 

[0 0 7 1] — «W&H#:7;*--Vy Rcot^T 

i^Bj-r^. — WLmtm®L7*—^v vx\t, mz\z^ 

[0072] -m^izmm^y ywz\t, tcDmrnyy 
^ )ifrzmmj'-?%M&&&£ziz>&^umm^. m 

bmmT, yr^ji^-ix, mm<Dm * sss • his, je 

^ &0tJ£bTte, Microsoft ftCD B M P 7 y h-^Co 

mpuserve&CDG I F :7 ^ — v »y h £ jflfe < 

[0 0 7 3] ^tC, FlashPixTM^T'1';P> r ^— Mc 
^^Ta#»l:iB«t5. K»K^TSFlashPixTM (Fl 
ashPix^^HEastman Kodak aa>S»iffi«) 7 7<^7 

m<tLrz.mm7y^Jl^, H4*<fc»H5i:St. 
-r^F^^ynATV^^— ^t-^^ MS-DOS^f 
jlsi? h7 7-f)V\ZffimT2>* Xhl/-ytXh'J 
-AtCJcoTT^-feXf ±120 4, glStC^^T, 

[0074] H4tc43^>T, m^—^^u^m^m 

gei:fl¥r/, ResolutionO, 1, — f nT^LTfe^o # 

^ fCi^S«c«ffi^Subimage Header IZ, SfcBlfe^— 
Subimage data tC|&^£n£ 0 ^D/^-feyhtil 

fcfeOTfet), Summary info. Property Set> Image in 
fo. Property Set, Image Content Property Set, Exte 
ntion list property Set ffi$>%> 0 

[0 0 7 5] [&7artT4'tey h <T) mWl Summary inf 
o. Property Sette, FlashPix4##<£> fe^Tttfe < > Mic 
rosoft t^)Xh7^ft"FXM/-yT1MI^y 
□ /^t^HT, f^7r<;i/^)^'f hJ^I^'f 
5^ # • itA*— ;naift**t&*fl"f Comp Obj. St 
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reamJCttlEtttSB (Strage) l:Hf £— 

[0 0 7 6] Image Content Property Setter ®^^— 
^<0»#i*ft*BBaT*JBttT»* (H6#BB) . -co 

— 7^ • /N^v>-7 L -y;K7)^^^:i:^IB^'r^<, Exte 
ntion list property Set \t. ±IEFlashPixc£>S*tt$< 

$e>tc, ICC Profile OfiBiH-tt* ICC (Internatio 
nal Color Consortium) fc*3^TJH5££ ftSfi$Pfl8«l 

[0 0 7 7] Sfc, Image info. Property Sette, IB fit 

• 7>r 8A«, mm * 

[0 0 7 8] Hi 5 CDFlashPix Image View Object II 

?^ )v?v>?<D^m*mmi$k^<nmzm 

com 5 K43^T, Global info. Property Set <b%Mfr\Z 

[0 0 7 9] £7c, HHKiS^T, Source/Result Flas 
hPix Image Object FlashPix®^^— 9 
0 , Source FlashPix Image Objectte&^T, Result F 
lashPix Image Obj ec t fc^r^fi/ a >T?&£o Source Fla 
shPix Image Object*** U S^^l/QHitfe^— ^ Resu 
It FlashPix Image Object** tfa.— ' f >t?/^7*~- 
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[0 0 8 0] &fz. Source/Result desc. Property Set 

gf BB#^£*&#fl-f £o Transform Property Settt, Hft 
Jfcfc/jffi/Jv gPlti<Ofc«)COAffinea!«l«», fi 

[0 0 8 1 ] *tC, m»7 s —jr<?>WLQ3tWZ'?\,*TmW 
*OlI«tt9Jxft^X0XY07?«JB!E*nT*3 0, ^CO 

^:c»lfeflE©^:S^Bi«ttxo/2 xyo/2T^O> 

[0082] z.cD^o^zmmv'—^^mit^rc^M. 

(H3#Ba) o l~z><Dm®L7 y( 

noMswin^s, sss, sans* jbeib^sc*^!! 

SWffitt, ±IEImageContent Property Set^JcEjfi 
£2a£ (H6#BB) o 

\z^-r&?\z6 4®-^x 6 4mmT*f£z>?'i jimzttm 
$nti^, mm<D&±ffifrt>m$:6 4i$x 6 4mm 

<D?^ )\s\zttm*-$~Z>t., Iii:<j;oTWai5J:tfT 

An^^t, 6 4®^x 6 Amm^mm-t^* 

[0 0 8 4] FlashPixTMTte, ^rn^rtKD^ Jl^cDM 

fn*0*ST<M!lT4. JPEGJEtff*. ISO/IEC JT 
C1/SC29 (CJ:f3HIB«Wb$nfciii«EEE«^ST*fP, 

-Jjmtftlz, a>¥^-&?7 7^ y2 7.\z£K)t£i$t£ 

[0 0 8 5] z-(D£? \z?-r jifrmzntzmm^—^ 

\t. Mx.&m4 coSubimage data X H'J-A't'lcttJftS 

JEiSS^r&^T^TSubimage Header tc*&^^tl 
T^^> (H9#I) o 
[0 0 8 6] C-t©flS<0*M»IB) «±^S!^fc^ 1 * 
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*, mm, (0*IBM) : "V&iDl-Jnyirlz 

3@4B*6, 1N-11 , ¥/&8^9^J GD#itK>. H. 
J. Cox, J.Kilian, T.Leighton and T. shamoon (N E C) 

: "Sucure Spread Spectrum Watermarking forMultim 
edia, " NEC Reserch Institure Technical Report 
95-10. j <D3cfflz^2n&&v fr^felz 

[0 0 8 7] l&MMt, 2M§iLTffll^n 

Bfe^*B6 E'JfCDES (Data Encryption St 
andard) 3¥60BgMt-^A y yaltf^ffl 
[0 0 8 8] £fc* ±JEO»l*3itX»2<0*J6»»^ 

?a^bo}iiiai¥S$AitoT^nn atfc-efc^iEE 

[0 0 8 9] £&, -9— ;tSB*8«l Ott, =flJ/H#«« 
£fc, ^-AmgllOTi 

i&*8ia*fT;ui, »«w*£h«k: i#j$ncD&w& 

fflutt, i^*ri^:#^fc;coH9{c:*S4^5^ci:<. l^ut 
^ff AS) • 

[0090] sfc, ii-if^^:oiL--if^-c*3lcoy 

1 0*6© l^»t-^{fc««tt, tf 2 0 * 6 
[0 0 9 1 ] Sfc, 3.— !fW»***Stt, ^B886BgH§ 
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^Ua^aUT^S^fCte, ^FiEH«coffi«fe«iaE 
S 3 0 381ff Atf, IMEfflai) -3) *ifcEJB3 

arctic £*^€r*o u— Amgfi oto i^Bt 

/0 [0 0 9 2] 

©ifg* L ^iC45 ct Wi^f *«E# >"X ^ A <t n 

t£> ^-Y i?*?)l^—$^iE\ZU tf— LTE^Srfi 1 ofc 

ffi^J&O. ^^Jl/x-^^^FiEE*^||LT^^: 

A \Z <k o Ti-lf OE^tt^W^^aEM * W <«*a» 
[HfficDfBfJ|ifc:K9i] 

[Hi] i ©^tsissLftifa^i^ 

[0 2] *JSi©» 2 0*«»1S S L fctf a* I 

[H3] —^mummy^-^y hs^-th-?**. 

30 [04] FlashPixTM^r-f — h (£>0fJ£:;^T0 

[05] FlashPixTMy )Vy*— h^l^^TB 

[06] FlashPixTM^ r-f V y hCDImage Cont 

ent Property SettcH&JWSnsJBttffifffi^^THl! 1 * 

So 

[07] ^n^n»iftffi©s&si*&<^iii«*e>«fiK$ 
[08] &mmm&u^^<Dmm<D&< Jisft&vm^z: 

40 ^T0T*So 

[09] ^^ji/^iusnfcHflfc^— ^fcM-rsjRtt** 

[010] ^*©«^S*b'>^^A*K5B-r-5fci6© 

[011] 01 orcsf^^BkAbfcae*^^* 
[012] 0i l^-rsrscsBkAbfcfie*©*^* 

L- X ^ A £ 62 -r & a6 0 T * S . 

[^^COI^HJ] 
50 1 0 It- A + S*gf 
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1 1 mmmmmwffl 

12 mi ©m^s^LJu&i&a-asa 

1 3 i ^mmwm 

1 4 i ^m.^m^ 

15 f6 2©«^a*»Lii«>&*«i3» 

16 Ay->3.£jS«13aJ 

2 0 *f**«« 

2 1 

[01] 
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2 2 »«£j£&3« 

2 4 2 ^HfftflsMgaB 
2 5 2^«^^agB 

2 7 Ay->3.BIKfflSgB 

3 0 4fe&ftj8£gB 

4 0 8E£W*£B 

1 0 0 *^1t$ge£*'>XT-A 

2 0 0 *T1flRgS^->X7=-A 
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